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1. Overview

Apache Ranger can be installed either manually using the Hortonworks Data Platform
(HDP) or the Ambari 2.1 User Interface (Ul). Unlike the manual installation process, which
requires you to perform a number of installation steps, installing Ranger using the Ambari
Ul is simpler and easier. The Ranger service option will be made available through the Add
Service wizard after the HDP cluster is installed using the installation wizard.

Once Ambari has been installed and configured, you can use the Add Service wizard to
install the following components:

* Ranger Admin
* Ranger UserSync
» Ranger Key Management Service

After these components are installed and started, you can enable Ranger plugins by
navigating to each individual Ranger service (HDFS, HBase, Hiveserver2, Storm, Knox,
YARN, and Kafka) and modifying the configuration under advanced ranger-<service>-
plugin-properties.

Note that when you enable a Ranger plugin, you will need to restart the component.

S Note

Enabling Apache Storm or Apace Kafka requires you to enable Kerberos. To
enable Kerberos on your cluster, see Enabling Kerberos Security in the Ambari
Security Guide.



https://docs.hortonworks.com/HDPDocuments/HDP2/HDP-2.3.2/bk_Ranger_KMS_Admin_Guide/content/ch_install_ranger_kms.html
https://docs.hortonworks.com/HDPDocuments/Ambari-2.1.2.1/bk_Ambari_Security_Guide/content/_enabling_kerberos_security_in_ambari.html
https://docs.hortonworks.com/HDPDocuments/Ambari-2.1.2.1/bk_Ambari_Security_Guide/content/ch_amb_sec_guide.html
https://docs.hortonworks.com/HDPDocuments/Ambari-2.1.2.1/bk_Ambari_Security_Guide/content/ch_amb_sec_guide.html
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2. Installation Prerequisites

Before you install Ranger, make sure your cluster meets the following requirements:

* A MySQL, Oracle, or PostgreSQL database instance is running and available to be used by
Ranger.

The Ranger installation will create two new users (default names: rangeradmin and
rangerlogger) and two new databases (default names: ranger and ranger_audit).

» Configure the database instance for Ranger as described in the following sections.
¢ Configuring MySQL for Ranger [2]
¢ Configuring PostgreSQL for Ranger [3]

¢ Configuring Oracle for Ranger [4]

2.1. Configuring MySQL for Ranger

1. You can use the MySQL root user to create the Ranger databases.

Optionally, you can also create a non-root user to use to create the Ranger databases.
For example, you would use the following series of commands to create the r anger dba
user with password r anger dba.

a. Log in as the root user, then use the following commands to create the r anger dba
user and grant it adequate privileges.

CREATE USER ' rangerdba' @I ocal host' | DENTI FI ED BY ' rangerdba';

GRANT ALL PRI VILEGES ON *.* TO 'rangerdba' @I ocal host " ;

CREATE USER ' rangerdba' @% | DENTI FI ED BY 'rangerdba';

GRANT ALL PRI VILEGES ON *.* TO 'rangerdba' @ % ;

GRANT ALL PRI VILEGES ON *.* TO 'rangerdba' @I ocal host' W TH GRANT OPTI ON\;
GRANT ALL PRIVILEGES ON *.* TO 'rangerdba' @% W TH GRANT OPTI O\;

FLUSH PRI VI LEGES;
b. Use the exi t command to exit MySQL.

¢. You should now be able to reconnect to the database as r anger dba using the
following command:

nmysgl -u rangerdba -prangerdba

After testing the r anger dba login, use the exi t command to exit MySQL.
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2. Use the following command to confirm that the nysql - connect or - j ava. j ar file
is in the Java share directory. This command must be run on the server where Ambari
server is installed.

I's /usr/share/javal mysqgl -connector-java.j ar

If the file is not in the Java share directory, use the following command to install the
MySQL connector .jar file.

RHEL/CentOS/Oracle Linux

yuminstall mysqgl-connector-java*
SLES

zypper install nysql-connector-java*

3. Use the following command format to set the j dbc/ dri ver/ pat h based on the
location of the MySQL JDBC driver .jar file.This command must be run on the server
where Ambari server is installed.

anbari - server setup --jdbc-db={database-type} --jdbc-driver={/jdbc/driver/
pat h}

For example:

anmbari - server setup --jdbc-db=nysql --jdbc-driver=/usr/share/javal nmysql -
connector-java.jar

2.2. Configuring PostgreSQL for Ranger

1. On the PostgreSQL host, install the applicable PostgreSQL connector.
RHEL/CentOS/Oracle Linux
yuminstal |l postgresql-jdbc*
SLES
zypper install -y postgresql-jdbc
2. Confirm that the .jar file is in the Java share directory.
I's /usr/sharel/javal postgresqgl-jdbc.jar
3. Change the access mode of the .jar file to 644.
chnod 644 /usr/share/javal postgresqgl-jdbc.jar
4. You can use the PostgreSQL root user to create the Ranger databases.

Optionally, you can also create a non-root user to use to create the Ranger databases.
For example, you would use the following series of commands to create the r anger dba
user and grant it adequate privileges.

Log in as the root user and enter:

echo "CREATE DATABASE $dbnane;" | sudo -u $postgres psqgl -U postgres
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echo "CREATE USER $rangerdba W TH PASSWORD ' $passwd' ;" | sudo -u $postgres
psql -U postgres
echo "GRANT ALL PRI VI LEGES ON DATABASE $dbnane TO $rangerdba;" | sudo -u

postgres psqgl -U $postgres
Where:
* $post gr es is the postgres user
» $dbnane is the name of your PostgreSQL database

5. Use the following command format to set the j dbc/ dri ver/ pat h based on the
location of the PostgreSQL JDBC driver .jar file. This command must be run on the server
where Ambari server is installed.

anbari - server setup --jdbc-db={dat abase-type} --jdbc-driver={/jdbc/driver/
pat h}

For example:

anmbari - server setup --jdbc-db=postgres --jdbc-driver=/usr/share/javal
postgresql .| ar

6. Add allow access details for Ranger users:

e changel i sten_addresses='1|ocal host' tolisten_addresses="*" ('*'
= any) to listen from all IPs in post gresql . conf.

¢ Make the following changes to the Ranger db user and Ranger audit db user in
pg_hba. conf.

all postgres,rangeradmin,rangerlogger

postgres,rangeradmin,rangerlogger

postgres,rangeradmin,rangerlogger
" /var f1ib/pgsql/data/pg_hba.conf" 74L, 3445C

2.3. Configuring Oracle for Ranger

1. On the Oracle host, install the appropriate JDBC .jar file.

* Download the Oracle JDBC (OJDBC) driver from http://www.oracle.com/
technetwork/database/features/jdbc/index-091264.html.

* For Oracle Database 11g: select Oracle Database 11g Release 2 drivers > ojdbcé6.jar.
* For Oracle Database 12c: select Oracle Database 12c Release 1 driver > ojdbc7.jar.
¢ Copy the .jar file to the Java share directory. For example:

cp ojdbc7.jar /usr/share/java



http://www.oracle.com/technetwork/database/features/jdbc/index-091264.html
http://www.oracle.com/technetwork/database/features/jdbc/index-091264.html
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S Note

Make sure the .jar file has the appropriate permissions. For examle:

chrmod 644 /usr/share/javal/ojdbc7.jar
2. You can use the Oracle root user to create the Ranger databases.

Optionally, you can also create a non-root user to use to create the Ranger databases.
For example, you would use the following series of commands to create the RANGERDBA
user and grant it permissions using SQL*Plus, the Oracle database administration utility:

# sql pl us sys/root as sysdba

CREATE USER $RANGERDBA | DENTI FI ED BY $RANGERDBAPASSWORD;
GRANT SELECT _CATALOG ROLE TO $RANGERDBA

GRANT CONNECT, RESOURCE TO $RANGERDBA;

QIIT;

3. Use the following command format to set the j dbc/ dri ver/ pat h based on the
location of the Oracle JDBC driver .jar file. This command must be run on the server
where Ambari server is installed.

anmbari - server setup --jdbc-db={dat abase-type} --jdbc-driver={/jdbc/driver/
pat h}

For example:

anbari - server setup --jdbc-db=oracle --jdbc-driver=/usr/share/]javal oj dbc6.
jar




Hortonworks Data Platform

September 30, 2015

3. Ranger Installation

Use the following steps to install Ranger using Ambari.

¢ Start the Installation [

¢ Customize Services [10]

]

* Complete the Ranger Installation [32]

¢ Pre-creating Ranger DB Users with the DBA Setup Script [34]

¢ Updating Ranger Admin Passwords [35]

3.1. Start the Installation

1. Log into your Ambari cluster with your designated user credentials. The main Ambari
Dashboard page will be displayed.

Figure 3.1. Installing Ranger - Main Dashboard View
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2. In the left navigation menu, click Actions, then select Add Service.
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Figure 3.2. Installing Ranger - Add Service
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Figure 3.3. Installing Ranger - Choose Service
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4. The Ranger Requirements page appears. Ensure that you have met all of the installation
requirements, then select the "l have met all the requirements above" check box and

click Proceed.
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Figure 3.4. Installing Ranger - Ranger Requirements

Ranger Requirements

1. You must have an MySQL/Oracle/Postgres/MSSQL Server database instance
runming to be used by Ranger.

2 In Assign Masters step of this wizard, you will be prompted to specify which
host for the Ranger Admin. On that host, you must have DB Client installed for
Ranger to access to the database, (Mote: This is only applicable for only Rangar
0.4.0)

3. Ensure that the access for the DB Admin user is enabled in DB server from any
host.

4, Execute the following command on the Ambari Server host. Replace dotobase-
type with mysqljoracie|postgres/mssql and /jdbc/driver/poth based on
the location of coresponding JOBC driver:

ampari-server setup --jdbc-db={database-type} --jdbc-driver=
{/jdbc/driver/path}

| have met all the requirerments above,

s

5. You are then prompted to select the host where Ranger Admin will be installed. This
host should have DB admin access to the Ranger DB host and UserSync. Notice in the
figure below that both the Ranger Admin and Ranger Usersync services will be installed
on the primary node in the cluster (c6401.ambari.apache.org in the example shown
below).

Make a note of the Ranger Admin host for use in subsequent installation steps. Click
Next when finished to continue with the installation.

3 Note

The Ranger Admin and Ranger Usersync services must be installed on the
same cluster node.
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Figure 3.5. Installing Ranger Assign Masters
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6. The Customize Services page appears. These settings are described in the next section.

3.2. Customize Services

The next step in the installation process is to specify Ranger settings on the Customize
Services page. You must specify all of the following settings on the Customize Services page
before clicking Next at the bottom of the page to continue with the installation.

In this section:
e Admin Settings [11]
¢ DB Settings [11]

¢ Configuring Ranger Settings [20]

¢ Configuring Ranger Authentication [22]

10
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» Configuring Usersync Settings [29]

3.2.1. Admin Settings

1. Under Admin Settings on the Customize Services page, type in the password for the
user account used by Ambari. This password will only be used by the Ambari Agent,
and will be used with the user name specified in the the Ranger configuration as
ranger _adm n_user nane under "Advanced ranger-env".

Add Service Wizard

Customize Services

. It:.'\-ur!ra

3.2.2. DB Settings

1. Under DB Settings on the Customize Services page, select the "DB Flavor" (installed
database type) that you are using with Ranger. The "Location of SQL Connector Jar" box
contains the path to the JDBC driver .jar file.

A message box reminds you to make sure you have set the j dbc/ dri ver/ path
based on the location of the JDBC driver .jar file for the installed Ranger database. If
you have not already done so, set the JDBC driver path as described in the installation

prerequisites.

11


https://docs.hortonworks.com/HDPDocuments/HDP2/HDP-2.3.2/bk_Ranger_Install_Guide/content/ch_prerequisites_ranger_ambari_install.html
https://docs.hortonworks.com/HDPDocuments/HDP2/HDP-2.3.2/bk_Ranger_Install_Guide/content/ch_prerequisites_ranger_ambari_install.html
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* D2 satings I

Fanger Sanver hol I Ao Apeche o
Ditatsases Typa MySOL
DB FLAVOR @ MYSCGL

ORACLE

POSTGRES

WSS

o T
BmMban-SSrver SelUp - j0bC -Ahsirysg jeitse: - drivarsfpariiu o/ mysal’driver_jar on e Ami v Mo i

Rangsi DB hast cB400 ambar. ipacha g
Ranger DB usamama FRNGEAdmIn 2
Table 3.1. Ranger DB Host
Database Type Host Example
MySQL <HOST[:PORT]> c6401.ambari.apache.org
or

c¢6401.ambari.apache.org:3306

Oracle <HOST:PORT:SID> ¢6401.ambari.apache.org:1521:ORCL
<HOST:PORT/Service> c6401.ambari.apache.org:1521/XE
PostgreSQL <HOST[:PORT]> ¢6401.ambari.apache.org
or

c6401.ambari.apache.org:5432
MS SQL <HOST[:PORT]> ¢6401.ambari.apache.org

or

c6401.ambari.apache.org:1433

2. Next, enter the user names and passwords for your Ranger database server. The
following table describes these settings in more detail. You can use a MySQL, Oracle, or
PostgreSQL database.
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N

Note

The Ranger installation script requires DBA account credentials with
privileges to create database (DB) users, and can assign privileges to DB
users for READ/WRITE operations in Ranger Policy/Audit DB. However, if
Ranger DB users are created before the Ranger installation, you do not need
to provide the DB root user and password (you still need to enter some
values due to Ambari Ul validation, but they do not need to be the admin
user details). See Pre-creating Ranger DB Users with the DBA Setup Script
for information about pre-creating the users and DB using a separate step
involving DB Admin. If users are pre-created, you should clear the “Setup DB
and DB user” check box under “Advanced ranger-env” before proceeding
with the installation.

Table 3.2. Ranger Database Settings

Configuration Description Default Value Example Value DB is
Property Name automatically
created by
the Ranger
installation?
DB host The fully qualified c6401.ambari.apache.org Yes
domain name of the
Ranger database server.
For Oracle, Port/SID/
Service are added here as
well. See the Ranger DB
Host table above.
Ranger DB root The Ranger database root root Yes, if DB
user user that has setup is not
administrative privileges done
to create database
schemas and users.
Ranger DB root The root password for N/A root Yes, if DB
password the Ranger database setup is not
user. done
Ranger DB name The name of the Ranger |ranger ranger Yes
Policy database. For
Oracle the tablespace
name should be given
here.
Ranger DB The username for the rangeradmin rangeradmin Yes
username Policy database.
Ranger DB The password for the PassWORd Yes
password Ranger Policy database
user
Ranger Audit DB The name of the Ranger |ranger_audit ranger_audit Yes
name Audit database. This can
be a different database
in the same database.
For Oracle the tablespace
name should be given
here.
Ranger Audit DB The username for the rangerlogger rangerlogger Yes
username Ranger Audit database.
This username performs
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Configuration Description Default Value Example Value DB is
Property Name automatical
created by
the Ranger
installation?
all audit logging
operations.
Ranger Audit DB The password for the rangerlogger Yes
password Ranger Audit database.

3 Note

For Oracle 11g Release 2 and Oracle 12c¢, the following format must be used

for the Ranger DB host and the JDBC connect string:

Ranger DB host

Format:

* If using a SID:/ / host nane: port: SI D

Example:

c6401. anbari . apache. org: 1521: ORCL

* If using a service: / / host nane: port/ SI D

Example:

c6401. anbari . apache. org: 1521/ ORCL

JDBC connect string

* If using a SID: j dbc: or acl e: t hi n@uost nane: port: Sl D

Example:

j dbc: oracl e: thin: @6401. anbari . apache. org: 1521: ORCL

<

* If using a service: j dbc: oracl e: t hi n@/ host nane: port/ Servi ce

Example:

jdbc:oracl e:thin: @/c6401. anbari . apache. org: 1521/ XE

Note that the Ambari Ul will generate the string based on the value
provided in the Ranger DB host. But currently it is generating the wrong
connection string in certain cases (especially for Oracle DB). Hence you
may need to replace the JDBC connection string as described above.

In an Oracle DB environment, if the JDBC connect string has been
overridden to complete the ranger installation, the audit JDBC URLs must
also be manually updated in order for DB auditing to work properly.

14
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e ranger.jpa.audit.jdbc. url under"Advanced ranger-admin-
site" (ranger admin setting)

» xasecure. audi t. destination. db.jdbc. url under"Advanced
ranger-<component>-audit" (ranger plugin setting)

The following images show examples of the DB Settings for each Ranger database type:

3 Note

To test the DB settings, click Test Connection. If a Ranger database has not
been pre-installed, Test Connection will fail even for a valid configuration.

MySQL:
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* DB Settings

Ranger Server host

DB FLAVOR

Ba surd you have rn:

ambari-sarver satup --jdbc-db=mysqgl --jdbe-driver=/path./to/mysgl/driver.jar on tha

cB401.ambari. apache.org

© MYSaL

T ORACLE
POSTGRES

~ MSSaL

the JOBC driver available and to anablae testing the database connaction

Ranger DB hast
Ranger DB usamame
Ranger DB password
Ranger DB roct user

Ramger DB root
password

Aanger DB name

Driver class narme fior a
JOBC Ranger database

JDBC connect string far
a Ranger database

Ramger Audit D& name

Ranger Audit D8
USETHEme

Ranger Audit DB
password

cB401. ambari. apache.ong

rangeradmin

BEEE ':E:I R
oot

ranger

com.miysal jdbe. Driver

pdbe:mysqgl./fc8401 . ambari.apache.org/rangar

ranger_audit

rangeriogger

Oracle - if the Oracle instance is running with a service name:

Important

Note that the Ambari Ul will generate the string based on the value
provided in the Ranger DB host. But currently it is generating the wrong
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connection string for Oracle. Therefore you must replace the JDBC
connection string as described above.

DB FLAVOR

Ranger DB host
Ranger DB usamamea
Ranger DB password
Hanger DB root user

Ranger DB root
password

Ranger DB name

Driver class name for a
JDBC Ranger database

JOBC connect string for
a Ranger database

Ranger Audit DB name

Ranger Audit DB
SESTIAME:

Ranger Audit DB
password

MYSOL

= ORACLE
POSTGRES
MES0L
SQLA

c6401.ambar.apache.ong:1521/XE

rangﬁradmln

SYS

RS FEEE

ranger

orache. jdbc. driver.OracleDriver

jdbc-orachke:thin:@//cB401.ambari.apache.org; 1521/XE

ranger_audit

rangeriogger

Oracle - if the Oracle instance is running with a SID:

A

Important

Note that the Ambari Ul will generate the string based on the value
provided in the Ranger DB host. But currently it is generating the wrong
connection string for Oracle. Therefore you must replace the JDBC
connection string as described above.
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DB FLAVOR

Ranger DB host

Ranger DB usemams
Ranger DB password
Ranger DB root user

Ranger DB root
password

Ranger DB name

Driver class name for a
JDBC Ranger database

JDBC connect string for
a Ranger database

Ranger Audit DB name

Ranger Audit DB
USEMame

Ranger Audit DB
password

PostgreSQL:

= ORACLE
o POSTGRES

o S0QLA

cB401.ambari.apache.org:1521:0RCL

rangeradmin

ELEE apEE

ranger

oracle. jdbc.driver, OracleDriver

jdbc:oracie:thin:@c6401 .ambari.apache.org: 152 1:0RCL

rangear_audit
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® POSTGRES
O MSS0L
0 SOLA

B sune you hinas run:
ambar-sarver sstup —jdbe-db=postgres —jdbc-driver=/pathAto/poatgreapostgrasgl.jar on the Amban Sarver host to make tha JDBC
aitvied avislaiie &nd 10 anable teating the dEtahiss COnMSCtion.

Ranger DB host cB40 armban agache. org 5432

Banger DB usamame rangaradmin &
Renger DB password =~ e e =

Ranger DB root usaer postgres A I
Ranger DB root e —

password

Ranger DB name ranger c
Drivir class nama for a org. postgresn|. Driver a o o
JOBC Ranger databass

JOBC connect string for jdbe-postgresqlfcf401. aminari apache ong: 5432/ranger "
i Range: databise

Tast Connacion

Ranger Audit DB narme

Banger Audit D8

Ranger Audit DB e e

MS SQL:
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DB FLAVORA MYSOL

POSTGRES
& MSS0L

Bia sure you have run
ambari-sarver satup —jdbc-db=masgl --jdbc-driver=/path/to/mssgl/sglidbc4. jar on the Amban Sarver host 1o make thas JOBC driver
avalkable and 1o snabla testing the databass connaction.

Ranger DB host 401 armban apache org: 1433

Ranger DB usemama rangeradmin o

Ranger DB passward = seeseesses | [ eesessseee

Ranger DB rool usor 5d -
Ranger DB root e e

DEsEwWond

Ranger DB nama ranger c

Dirhvis Ciasd Aaime 1o & com.microsofl.sqisenver jdbc. SOLSarwarDrivar - c
JDBC Ranger database

JDBC connect string for roincsg)server /e ambar_apache.ong: 1433 databaseMame=ranger & - c
aFanger database

Tast Connection

Ranger Auwdt DB nams ranger_audit c
Ranger Audit DB rngEriaggar c
USBTIMIS

W At DB LT EEEEEEEEREE

DS

3.2.3. Configuring Ranger Settings

Once you have updated the DB Settings, you will then need to update your existing Ranger
settings. The following figure shows the settings, and the table below describes each of
these fields.
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-

Ranger User
Ranger Group

HTTP enabled

Authentication meathod

External LIAL

Ranger Sattings

ranger

ranger
o <

LDAF

ACTIVE_DIRECTORY
8 UNIX

NONE

c6401.amban.apacha.org:6080

Table 3.3. Ranger Settings

c

Configuration
Property

Description

Default Value

Example Value

Required?

Ranger User

The value used to create users
and assign permissions. This

is the OS level user that will

be created and used to start
the Ranger Admin and Ranger
Usersync services.

ranger

ranger

Yes

Ranger Group

The value used to create
groups and assign permissions.
This is the OS level group that
will be created and used to
start the Ranger Admin and
Ranger Usersync services.

ranger

ranger

Yes

HTTP Enabled

A check box that specifies
whether or not HTTP
authentication is enabled.
If HTTP is not enabled, only
HTTPS is allowed.

Selected

Selected

No

Authentication
method

The type of authentication
method used to log into the
Policy Manager Only users
created within the Policy
Manager tool can log in.
The available authentication
methods are LDAP, Active
Directory, UNIX, and NONE.
If NONE is selected, Ranger
uses the local user database
for authentication, and only
internal Ranger users can log
in.

UNIX

None

Yes

External URL

The Ranger Policy Manager
host.

http://
<your_ranger_host>:

Yes
6080
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3.2.4. Configuring Ranger Authentication

3.2.4.1. UNIX Authentication Settings

The following figure shows the UNIX authentication settings, and the table below describes

each of these properties.

Linix Authentication Settings

Allow remete Login 8
ranger.unixauth.service. acalhast
hastname

ranger.unccauth.service. 213

port

Table 3.4. UNIX Authentication Settings

n

running the UNIX
Authentication
Service.

Configuration Property Description Default |Example Value Required?
Value

Allow remote Login Flag to enable/ TRUE TRUE No.
disable remote
login via UNIX
Authentication
Mode.

ranger.unixauth.service.hostname | The FQDN where localhost | myunixhost.domain.¢¥es, if UNIX
the ranger- authentication
usersync module is selected.
is running (along
with the UNIX
Authentication
Service).

ranger.unixauth.service.port The port number 5151 5151 Yes, if UNIX
where the ranger- authentication
usersync module is is selected.

3.2.4.2. Active Directory Authentication Settings

This section describes how to configure settings for Active Directory authentication.

3 Note

In addition to these settings, you may also need to configure the Active
Directory properties described in Configuring Usersync Settings.

3.2.4.2.1. AD Settings

The following figure shows the Active Directory (AD) authentication settings, and the table

below describes each of these properties.
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¥ AD Settings
ranger.idap.ad.domain ocalhost c
ranger.ldap.ad.wrl dap://ad xasecure_nat:389 o

Table 3.5. Active Directory Authentication Settings

Configuration Description Default Value Example Value Required?

Property Name

ranger.ldap.ad.domain|Server domain name |localhost example.com Yes, if Active Directory
(or IP address) where authentication is
ranger-usersync selected.

module is running
(along with the

AD Authentication
Service). The default
value of "localhost"
must be changed to
the domain name.

ranger.ldap.ad.url The URL and port Idap:// Idap://127.0.0.1:389 | Yes, if Active Directory
number where ranger- | ad.xasecure.net:389 authentication is
usersync module selected.

is running the AD
Authentication
Service. The default
value is a placeholder
and must be changed
to point to the AD
server.

3.2.4.2.2. Custom ranger-admin-site Settings for Active Directory (Optional)

The following Custom ranger-admin-site settings for Active Directory authentication are
optional.

To add a Custom ranger-admin-site property:

1. Select Custom ranger-admin-site, then click Add Property.
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*  AD Sattings
ranger.ldap.ad.domain Iocalhost a C
ranger.idap.ad.ur Idap:/fad xasecure. net:388 a C

b LDAP Sattings

¥ Advanced ranger-admin-site

P Advanced rangar-enmy

b Advanced ranger-ugsync-site

¥ Custom admin-properties

™ Custom ranger-admin-site

I Add Property ... I

¥ Custom ranger-site

¥ Custom ranger-ugsync-site

P Custom usersync-properties

2. On the Add Property pop-up, type the property name in the Key box, type the property
value in the Value box, then click Add.
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Add Property

Type ranger-gita.xml

ey ranger.ldap.ad. basa.dn
Value do=axample, do=com

coce (20

The following figure shows the Custom ranger-admin-site settings required for Active
Directory (AD) authentication, and the table below describes each of these properties.

Custom ranger-site

ranger.ldap.ad.base.dn de=axample, dc=com L+ 2
ranger.ldap.ad.bind.dn cn=adadmin,cn=Users dc=axample déc=com [+] -]
ranger.ldap.aq.bind, secrel 23l L+ 2
passwond

ranger.ldap.ad.referral follonw e 9
Add Property ..

Table 3.6. Active Directory Custom ranger-admin-site Settings

Custom Property Name

Sample Values for AD Authentication

ranger.ldap.ad.base.dn

dc=example,dc=com

ranger.ldap.ad.bind.dn

cn=adadmin,cn=Users,dc=example,dc=com

ranger.ldap.ad.bind.password

secret123!

ranger.ldap.ad.referral

follow | ignore | throw

There are three possible values forr anger . | dap. ad. referral : fol | ow, t hr ow, and
i gnor e. The recommended setting is f ol | ow.

When searching a directory, the server might return several search results, along with a
few continuation references that show where to obtain further results. These results and
references might be interleaved at the protocol level.

* When this property is set to f ol | ow, the AD service provider processes all of the normal
entries first, and then follows the continuation references.
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* When this property is set to t hr ow, all of the normal entries are returned in the
enumeration first, before the Ref er r al Except i on is thrown. By contrast, a "referral”
error response is processed immediately when this property is set to f ol | owort hr ow.

* When this property is set to i gnor e, it indicates that the server should return referral
entries as ordinary entries (or plain text). This might return partial results for the search.
In the case of AD, aParti al Resul t Excepti on is returned when referrals are
encountered while search results are processed.

3.2.4.3. LDAP Authentications Settings

This section describes how to configure LDAP and Advanced ranger-ugsync-site settings for
Active Directory authentication.

3 Note
In addition to these settings, you must also configure the LDAP properties
described in Configuring Usersync Settings.

3.2.4.3.1. LDAP Settings

The following figure shows the LDAP authentication settings, and the table below describes
each of these properties.

T LDAP Settings

ranger.idap.url Idapeffr1 . 127.43,33:389 c
ARG er iap, user. uig=[0}, ou=Lsers, de=xasecuns, de=ret &
dripattem

ranger.ldap.group. cn c
roleattribute

Table 3.7. LDAP Authentication Settings

Configuration Description Default Value Example Value Required?
Property Name
ranger.ldap.url The URL and |ldap://71.127.43.33:389 |ldap://127.0.0.1:389 Yes, if LDAP
port number authentication
where ranger- is selected.
usersync
module is
running
the LDAP
Authentication
Service.
ranger.ldap.user. The domain uid={0},ou=users, cn=Idapadmin,ou=Users, |Yes, if LDAP
dnpattern name pattern. | dc=xasecure,dc=net dc=example,dc=com authentication
is selected.
ranger.ldap.group. |The LDAP cn cn Yes, if LDAP
roleattribute group role authentication
attribute. is selected.
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3.2.4.3.2. Custom ranger-admin-site Settings for LDAP (Optional)
The following Custom ranger-admin-site settings for LDAP are optional.
To add a Custom ranger-admin-site property:

1. Select Custom ranger-admin-site, then click Add Property.

-

ranger.ldap ad.domain

ranger.ldap.ad.url

-

AD Settings

LDAP Sattings

Advanced ranger-admin-site

Advancead ranger-any

Advanced ranger-ugsync-site

Custom admin-properties

Custom ranger-admin-site

I Add Property ... I

Custom ranger-site

Custom ranger-ugsync-site

Custom usersync-proparties

localhost

Idap:/fad xasecure.nat-388

2. On the Add Property pop-up, type the property name in the Key box, type the property
value in the Value box, then click Add.
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Add Property

Type ranger-admin-site.xml L R
Key ranger.ldap.base.dn
Value dc=example,dc=com|

The following figure shows the Custom ranger-admin-site settings required for LDAP
authentication, and the table below describes each of these properties.

Custom ranger-site

ranger.ldap.ad. base.dn do=axampla,dc=com [+] =]
ranger.ldap.ad.bind.dn cn=adadmin,cn=Users,dc=axample dc=com o 2
ranger.ldap.ad.bind. sacretl23! [+ -]
passwond

ranger.ldap.ad.referral follow o 2

Add Property ..

Table 3.8. LDAP Custom ranger-admin-site Settings

Custom Property Name Sample Values for AD or LDAP Authentication
ranger.ldap.base.dn dc=example,dc=com

ranger.ldap.bind.dn cn=adadmin,cn=Users,dc=example,dc=com
ranger.ldap.bind.password secret123!

ranger.ldap.referral follow | ignore | throw

There are three possible values forr anger . | dap. referral :fol | ow,t hr ow, and
i gnor e. The recommended setting is f ol | ow.

When searching a directory, the server might return several search results, along with a
few continuation references that show where to obtain further results. These results and
references might be interleaved at the protocol level.
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3.2.4.3.3. Advanced ranger-admin-site Settings

* When this property is set to f ol | ow, the LDAP service provider processes all of the
normal entries first, and then follows the continuation references.

* When this property is set to t hr ow, all of the normal entries are returned in the
enumeration first, before the Ref er r al Except i on is thrown. By contrast, a "referral”
error response is processed immediately when this property is set to f ol | owort hr ow.

* When this property is set to i gnor e, it indicates that the server should return referral
entries as ordinary entries (or plain text). This might return partial results for the search.

The following Advanced ranger-admin-site properties apply only to LDAP authentication.

Table 3.9. Active Directory Authentication Settings

Property Name

Sample values for LDAP Authentication

ranger.ldap.group.searchbase

dc=example,dc=com

ranger.ldap.group.searchfilter

(member=cn={0},ou=Users,dc=example,dc=com)

3.2.5. Configuring Usersync Settings

3.2.5.1.

Usersync pulls in users from UNIX, LDAP, or AD and populates Ranger's local user tables

with these users.

UNIX Usersync Settings

If you are using UNIX authentication, the default values for the Advanced ranger-ugsync-
site properties are the settings for UNIX authentication.
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¥  Advanced ranger-ugsync-site

ranger.usersync.idap. @ Qo
bindkeystone

ranger.usersync./dap. Type password @ | Retype Password ® &
Idapbindpassword

FANGEer.USErsync.group. i@ o C
memberattributename

Fanger.usersync.group. E 2 C
nameatiribute

FANGEr.LUSBrsync.group. @ o C
objectciass

ranger.usersync.group. & o C
searchbase

FANGEer.USersync.group. false @ o C
searchenabled

ranger.usersync.group. @ 2 C
searchfilter

FRNGEer.uSersync.group. @ o C
searchscope

ranger.usersync.group. false @ 2 C
usermapsyncenabled

ranger.usersync./dap. de=hadoop,dc=apache,dc=org @ @ C
searchBase

ranger.usersync.source. org.apache.ranger.unixusersync. process. UnixUserGroupBuiider @ 2 C
impl.class

FRNQEr.usersync. fusrhdp/currentiranger-usersync/conf/ugsync. joeks i o C

credstore.filename

ranger.usersync.enabled true @ o C
ranger. usersync. Amplusergroup.txt E o C
filesource. file

FANger. usersync. . a O c
filesource. text. delimitar

ranger. usersync. fusrhdp/curment/ranger-usaersync/conf/unixauthservice. jks B @ C
keystore. file

3.2.5.2. Required LDAP and AD Usersync Settings

If you are using LDAP authentication, you must update the following Advanced ranger-
ugsync-site properties.
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Table 3.10. LDAP Advanced ranger-ugsync-site Settings

Property Name

LDAP Value

ranger.usersync.ldap.bindkeystore

Set this to the same value as the
ranger. usersync. credstore. fil enane property,
i.e, the default value is / usr/ hdp/ current/ ranger -

user sync/ conf/ugsync. j ceks

ranger.usersync.ldap.bindalias

ranger.usersync.ldap.bindalias

ranger.usersync.source.impl.class Idap

Table 3.11. AD Advanced ranger-ugsync-site Settings

Property Name

LDAP Value

ranger.usersync.source.impl.class Idap

3.2.5.3. Additional LDAP and AD Usersync Settings

If you are using LDAP or Active Directory authentication, you may need to update the
following properties, depending upon your specific deployment characteristics.

Table 3.12. Advanced ranger-ugsync-site Settings for LDAP and AD

Property Name

LDAP ranger-ugsync-site
Value

AD ranger-ugsync-site
Value

ranger.usersync.ldap.url

Idap://127.0.0.1:389

Idap://ad-conrowoller-
hostname:389

ranger.usersync.ldap.binddn

cn=Idapadmin,ou=users,
dc=example,dc=com

cn=adadmin,cn=Users,
dc=example,dc=com

ranger.usersync.ldap.ldapbindpassword

secret

secret

ranger.usersync.ldap.searchBase

dc=example,dc=com

dc=example,dc=com

ranger.usersync.source.impl.class

org.apache.ranger.
ladpusersync.
process.LdapUserGroupBy

ilder

ranger.usersync.ldap.user.searchbase

ou=users, dc=example,
dc=com

dc=example,dc=com

ranger.usersync.ldap.user.searchscope

sub

sub

ranger.usersync.ldap.user.objectclass

person

person

ranger.usersync.ldap.user.searchfilter

Set to single empty space
if no value. Do not leave
it as “empty”

(objectcategory=person)

ranger.usersync.ldap.user.nameattribute

uid or cn

sAMAccountName

ranger.usersync.ldap.user.groupnameattribute

memberof,ismemberof

memberof,ismemberof

ranger.usersync.ldap.username.caseconversion none none
ranger.usersync.ldap.groupname.caseconversion none none
ranger.usersync.group.searchenabled * false false
ranger.usersync.group.usermapsyncenabled * false false
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Property Name LDAP ranger-ugsync-site | AD ranger-ugsync-site
Value Value
ranger.usersync.group.searchbase * ou=groups, dc=example, |dc=example,dc=com
dc=com
ranger.usersync.group.searchscope * sub sub
ranger.usersync.group.objectclass * groupofnames groupofnames
ranger.usersync.group.searchfilter * needed for AD (member=CN={0},
authentication OU=MyUsers, DC=AD-
HDP, DC=COM)
ranger.usersync.group.nameattribute * cn [dg}
ranger.usersync.group.memberattributename * member member
ranger.usersync.pagedresultsenabled * true true
ranger.usersync.pagedresultssize * 500 500

* Only applies when you want to filter out groups.

After you have finished specifying all of the settings on the Customize Services page, click
Next at the bottom of the page to continue with the installation.

3.3. Complete the Ranger Installation

1. On the Review page, carefully review all of your settings and configurations. If
everything looks good, click Deploy to install Ranger on the Ambari server.

Add Service Wizard

Review

2 WS Dpyna rerara e mord gt on Setoen matslyton

Aerirrdis M - aoimin

Clusrier Mamss © Thosmas !

Repositaries
Fitppubic-repo-1 hortomwors comy HDPicenioes 7 w/updates’? 2 6.0
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2. When you click Deploy, Ranger is installed on the specified host on your Ambari server.

A progress bar displays the installation progress.

Add Service Wizard

Install, Start and Test

sty wak whis Tuw pascied wardces we natafed and sEaried

W W W |

Host Satus L s ]

3. When the installation is complete, a Summary page displays the installation details.

3 Note

If the installation fails, you should complete the installation process, then
reconfigure and reinstall Ranger.

3.4. Configuring Ranger for LDAP SSL

3.4.1. Import the LDAP Cert into the Default Java TrustStore

1.

If you are using a CA signed certificate for your LDAP authentication, the certificate
should already be included in the default Java trustStore located at $JAVA HOVE/ | r e/
I'i b/ security/ cacerts on all of your nodes, or at least on the NameNode and
Ranger Admin/Usersync nodes.

. There is no need to manually restart Ranger or perform any keytool imports.

. If necessary you can import the CA cert to $JAVA HOVE/ jre/li b/ security/

cacert s. If you are using a self-signed cert you can use the keytool to import it into
$JAVA HOVE/ jrel/lib/security/cacerts.

3.4.2. Alternative Option

You can also use the following method when the self-signed cert is not in $J AVA_HOVE/
jrellibl/security/cacerts.

For Ranger Usersync:

1.

Edit/ usr/ hdp/ current/ranger - usersync/ ranger - user sync-servi ces. sh.
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2. Addjava option > -Djavax.net.ssl.trustStore=/<path to the

cacert >.

For Ranger Admin:

1. Edit/ usr/ hdp/ current/ranger - adm n/ ews/ r anger - admi n- servi ces. sh.

2. Add parameter - Dj avax. net. ssl . trust Store=/<path to the cacert>tothe
Java call in the script.

3.5. Pre-creating Ranger DB Users with the DBA

Setup Script

You can set up Ranger users using a Hortonworks custom database script. The purpose

of this script is to set up database (DB) users in environments where there is a separate
database administrator managing the databases, and you do not want to provide database
admininstrator credentials to Ranger for creating the database users.

To pre-create Ranger DB users using the dba_scri pt . py script:

1.

Download the Ranger rpm using the yum install command.

yuminstall ranger-admi n

. You should see one file named dba_scri pt. py inthe/ usr/ hdp/ current/

ranger - admi n directory.

. Execute the script by running the following command:

pyt hon dba_scri pt. py

. Pass all values required in the argument. These should include db fl avor, JDBC j ar,

db host,db nane, db user, and other parameters.

N

N

Note

If you would prefer not to pass runtime arguments, then simply update the
install.properti es file and then run the pyt hon dba_script. py -
g. If you specify - q in a given argument, then the script will read all required
information from the i nstal | . properti es file

Note

If you would prefer to review the DDL SQL statements in the

dba_scri pt. py before executing them, run pyt hon dba_scri pt. py
-d <path to save sql fil e>.The-d option will save the SQL
statements into the specified file. These statements can then be reviewed,
customized by the DBA, and executed. If you use the - d option, you must
alter the users' default tablespace to the correct one by executing the
following statements. Replace the user names and tablespace with your
actual values.

al ter user ranger_adm n_user default tabl espace ranger_adm n_db;
al ter user ranger_audit_user default tabl espace ranger_audit_db;
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S Note
If DB users are pre-created using the dba_script.py as described above, you
must clear the Setup DB and DB user check box under “Advanced ranger-env”
before proceeding with the installation.

3.6. Updating Ranger Admin Passwords

For the following users, if you update the passwords on the Ranger Configs page, you
must also update the passwords on the Configs page of each Ambari component that
has the Ranger plugin enabled. Individual Ambari component configurations are not
automatically updated — the service restart will fail if you do not update these passwords
on each component.

* Ranger Admin user — The credentials for this user are set in Configs > Advanced ranger-
env in the fields labeled admin_username (default value: admi n) and admin_password
(default value: admi n).

* Admin user used by Ambari to create repo/policies — The user name for this user is set in
Configs > Advanced ranger-env in the field labeled ranger_admin_username (default
value: anb_r anger _adm n). The password for this user is set in Configs > Admin
Settings in the field labeled Ranger Admin user's password for Ambari. This password is
specified during the Ranger installation.

The following image shows the location of these settings on the Ranger Configs page:

T
amb_ranger_admin
i r
=" user delails
.-"'-FF--
' e
Ranger ‘Bdmin’___—— s smimen . -
user details t:.__q_ avtp 8 ad [ va o
~— -
- — -
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4. Using Apache Solr for Ranger Audits

Apache Solr is an open-source enterprise search platform. Apache Ranger can use Apache
Solr to store audit logs, and Solr can also to provide a search capability of the audit logs
through the Ranger Admin UL.

2 Important

Solr must be installed and configured before installing RangerAdmin or any of
the Ranger component plugins.

It is recommended that Ranger audits be written to both Solr and HDFS. Audits to Solr are
primarily used to enable search queries from the Ranger Admin Ul. HDFS is a long-term
destination for audits — audits stored in HDFS can be exported to any SIEM system, or to
another audit store.

Configuration Options

* Solr Standalone — Solr Standalone is only recommended for testing and evaluation. Solr
Standalone is a single instance of Solr that does not require ZooKeeper.

* SolrCloud - This is the recommended configuration for Ranger. SolrCloud is a scalable
architecture that can run as single node or as a multi-node cluster. It includes features
such as replication and sharding, which are useful for high availability (HA) and
scalability. With SolrCloud, you need to plan the deployment based on the cluster size.

The following sections describe how to install and configure Apache Solr for Ranger Audits:

* Prerequisites [36]

Installing Solr [37]

Configuring Solr Standalone [37]

Configuring SolrCloud [39]

4.1. Prerequisites

Solr Prerequisites
* Ranger supports Apache Solr 5.2 or higher.
* Apache Solr requires the Java Runtime Environment (JRE) version 1.7 or higher.

* 1 TB free space in the volume where Solr will store the index data.

* 32 GB RAM.
SolrCloud Prerequisites
* SolrCloud supports replication and sharding. It is highly recommended that you use

SolrCloud with at least two Solr nodes running on different servers with replication
enabled.
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¢ SolrCloud requires Apache ZooKeeper.

4.2. Installing Solr

The recommended method for installing Solr is using the HDP Search Installer. Optionally,
you can install Solr using the Solr for Ranger setup script.

4.2.1. Installing Solr with the HDP Search Installer
(Recommended)

To install Solr, use the following command to run the HDP Search installer:

yum install | ucidworks-hdpsearch

The HDP Search installer installs Solr in the / opt / | uci dwor ks- hdpsear ch/ sol r
directory.

4.2.2. Installing Solr with the Setup Script (Optional)

To install Solr using the Solr for Ranger setup script, set the following properties in the
i nstall.properti es file before running the set up. sh script described in the next two
sections, Configuring Solr Standalone and Configuring Solr Cloud.

3 Note

If you have installed Solr using the HDP Search installer, there is no need to set
these properties.

Table 4.1. Solr install.properties Values

Property Name Value Description

SOLR_INSTALL true If this is set to t r ue, the setup.sh
script will download and install
the Solr package specified with
SOLR_DOWNLCAD_URL.

SOLR_DOWNLOAD_URL http://archive.apache.org/dist/ The Solr download URL.
lucene/solr/5.2.1/solr-5.2.1.tgz
SOLR_INSTALL_FOLDER /opt/solr The Solr installation directory.

4.3. Configuring Solr Standalone

Use the following procedure to configure Solr Standalone.

1. Download the sol r _for_audit_setup_v3 filetothe/usr/| ocal / directory:

wget https://issues.apache.org/jiralsecure/attachnent/ 12761323/
sol r_for_audit_setup_v3.tgz -O /usr/local/solr_for_audit_setup_v3.tgz

2. Use the following commands to switch to the / usr/ | ocal / directory and extract the
solr_for_audit_setup_v3 file.
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cd /usr/l ocal
tar xvf solr_for_audit_setup_v3.tgz

The contents of the .tgz file will be extracted intoa/ usr/ | ocal /
solr_for_audit_setup_v3directory.

3. Use the following command to switch to the / usr/ | ocal /
solr_for_audit_setup_v3directory.

cd /usr/local/solr_for_audit_setup

4. Use the following command to open thei nstal | . properti es file in the vi text
editor.

vi install.properties

Set the following property values, then save the changes to thei nstal | . properti es
file.

Table 4.2. Solr install.properties Values

Property Name Value Description
JAVA_HOME <path_to_jdk>, for example: / usr/ |Provide the path to the JDK install
j dk64/j dk1. 8. 0_60 folder. For Hadoop, you can

check /et c/ hadoop/ conf/
hadoop- env. sh for the value of
JAVA_HOME. As noted previously,
Solr only supports JDK 1.7 and higher.

SOLR_USER solr The Linux user used to run Solr.

SOLR_INSTALL_FOLDER /opt/lucidworks-hdpsearch/solr The Solr installation directory.

SOLR_RANGER_HOME /opt/lucidworks-hdpsearch/solr/ The location where the Ranger-
ranger_audit_server related configuration and schema files

will be copied.

SOLR_RANGER_PORT 6083 The Solr port for Ranger.

SOLR_DEPLOYMENT standalone The deployment type.

SOLR_RANGER_DATA_FOLDER /opt/lucidworks-hdpsearch/solr/ The folder where the index data will
ranger_audit_server/data be stored. The volume for this folder

should have at least 1 TB free space
for the index data, and should be
backed up regularly.

SOLR_LOG_FOLDER /var/log/solr/ranger_audits The folder for the Solr log files.
SOLR_MAX_MEM 29 The memory allocation for Solr.

5. Use the following command to run the Solr for Ranger setup script.

./ setup. sh

6. To start Solr, log in as the sol r or r oot user and run the following command.

[ opt /| uci dwor ks- hdpsear ch/ sol r/ranger _audit_server/scripts/start_solr. sh

When Solr starts, a confirmation message appears.

Started Solr server on port 6083 (pid=). Happy searching!

7. You can use a web browser to open the Solr Admin Console at the following address:
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http: <sol r _host >: 6083/ sol r

3 Note

You can use the following command to stop Solr:

[ opt /| uci dwor ks- hdpsear ch/ sol r/ ranger _audit_server/scripts/
stop_sol r. sh

4.4. Configuring SolrCloud

Use the following procedure to configure SolrCloud.

1. Download the sol r _for_audit _setup_v3 filetothe/usr/| ocal / directory:

wget https://issues.apache.org/jiralsecure/attachnent/ 12761323/
solr _for_audit_setup_v3.tgz -O /usr/local/solr_for_audit_setup v3.tgz

2. Use the following commands to switch to the / usr/ | ocal / directory and extract the
solr_for_audit_setup_v3file.

cd /usr/l ocal
tar xvf solr_for_audit_setup_v3.tgz

The contents of the .tgz file will be extracted intoa/ usr/ | ocal /
solr_for_audit_setup_v3directory.

3. Use the following command to switch to the / usr/ | ocal /
solr_for_audit_setup_v3directory.

cd /usr/local/solr_for_audit_setup

4. Use the following command to open thei nst al | . properti es file in the vi text
editor.

vi install.properties

Set the following property values, then save the changes to thei nstal | . properti es
file.

Table 4.3. Solr install.properties Values

Property Name Value Description
JAVA_HOME <path_to_jdk>, for example: / usr/ |Provide the path to the JDK install
j dk64/j dk1.8.0_40 folder. For Hadoop, you can

check / et ¢/ hadoop/ conf/
hadoop- env. sh for the value of
JAVA_HOMIE. As noted previously,
Solr only supports JDK 1.7 and higher.

SOLR_USER solr The Linux user used to run Solr.
SOLR_INSTALL_FOLDER /opt/lucidworks-hdpsearch/solr The Solr installation directory.
SOLR_RANGER_HOME /opt/lucidworks-hdpsearch/solr/ The location where the Ranger-
ranger_audit_server related configuration and schema files
will be copied.
SOLR_RANGER_PORT 6083 The Solr port for Ranger.
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Property Name Value Description

SOLR_DEPLOYMENT solrcloud The deployment type.

SOLR_ZK <ZooKeeper_host>:2181/ The Solr ZooKeeper host and port.
ranger_audits It is recommended to provide a sub-

folder to create the Ranger Audit
related configurations so you can

also use ZooKeeper for other Solr
instances. Due to a Solr bug, if you are
using a path (sub-folder), you can only
specify one ZooKeeper host.

SOLR_SHARDS 1 If you want to distribute your audit
logs, you can use multiple shards.
Make sure the number of shards is
equal or less than the number of Solr
nodes you will be running.

SOLR_REPLICATION 1 It is highly recommend that you set
up at least two nodes and replicate
the indexes. This gives redundancy
to index data, and also provides load
balancing of Solr queries.

SOLR_LOG_FOLDER /var/log/solr/ranger_audits The folder for the Solr log files.

SOLR_MAX_MEM 2g The memory allocation for Solr.

. Use the following command to run the set up script.

./ setup. sh

. Run the following command only once from any node. This command adds the Ranger
Audit configuration (including schenma. xnl ) to ZooKeeper.

[ opt /| uci dwor ks- hdpsear ch/ sol r/ ranger _audit_server/scripts/
add_r anger _audits_conf_to_zk. sh

. Login asthe sol r orr oot user and run the following command to start Solr on each
node.

[ opt /| uci dwor ks- hdpsear ch/ sol r/ranger _audit_server/scripts/start_solr. sh

When Solr starts, a confirmation message appears.

Started Solr server on port 6083 (pid=). Happy searching!

. Run the following command only once from any node. This command creates the
Ranger Audit collection.

[ opt /| uci dwor ks- hdpsear ch/ sol r/ranger _audit_server/scripts/
create_ranger_audits_col | ection. sh

. You can use a web browser to open the Solr Admin Console at the following address:

htt p: <sol r _host >: 6083/ sol r

f I Note
You can use the following command to stop Solr:

/opt /| uci dwor ks- hdpsear ch/ sol r/ ranger _audit_server/scripts/
stop_sol r. sh
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5. Ranger Plug ins Overview

Ranger plugins can be enabled for several HDP services. This section describes how to
enable each of these plugins. For performance reasons, it is recommended that you store
audits in Solr and HDFS, and not in a database.

If you are using a Kerberos-enabled cluster, there are a number of additional steps you
must follow to ensure that you can use the Ranger plugins on a Kerberos cluster.

The following Ranger plugins are available:
« HDFS [41]

* Hive [46]

* HBase [52]

» Kafka [56]

* Knox [60]

* YARN [66]

e Storm [70]

You can save Ranger audits to HDFS or Solr:
* Save Audits to HDFS [74]

* Save Audits to Solr [75]

5.1. HDFS

Use the following steps to enable the Ranger HDFS plugin.

1. Select HDFS from the Services tab in the top menu.
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2. Click the Configs tab, then click the Advanced tab. Scroll down and click to open
Advanced ranger-hdfs-plugin-properties.

¥  Advanced ranger-hdfs-plugin-properties

Enable Ranger for HDFS <

comman.nama.for. @ o
cerificate

Rangar repository config hadoop & © C
usar

AEPOSITORY_COMNFIG_  (weeee | saeam &
PASSWORD

palicy User for HOFS ambari-ga 8 © C

hadoop.rpe. protection -

3. Select the Enable Ranger for HDFS check box. A Warning pop-up appears. Click Apply to
save the property updates.
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Warning: you must also change these Service properties
Current
Service Property Value Adjusted Value

HDFS dfs.namenode.inode.attributes.provider.class org.apache.ranger.authorization.had

4. To save the configuration, click the green Save button on the black menu bar at the top
of the page.
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5. A Save Configuration pop-up appears. Type in a note describing the changes you just
made, then click Save.

Save Configuration

Notes | Enabled Ranger for HDFS|

Cancel Discard

6. Click OK on the Save Configuration Changes pop-up.

Save Configuration Changes

Service configuration changes saved successfully.

7. The new plugin properties for HDFS will be displayed.

*  Advanced ranger-hdfs-p gin-properties

Enabia Aanger for HOFS c

COMMon.rams. fior. [#]
cartificate

Ranger repository config ghie e o] =]
(o

REPOSITORY_CONFIG_  #seeee s
FASSWORD

policy User for HOFS ambari-ga o C

hadoop.rpe. protection o

8. A Restart Required message will be displayed at the top of the page. Click Restart, then
select Restart All Affected to restart the HDFS service and load the new configuration.
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9. Click Confirm Restart All on the confirmation pop-up to confirm the HDFS restart.

Confirmation

You are about to restart HOFS

This will trigger alerts as the service is restarted. To suppress alerts, tum on
Maintenance Mode for HDFS prior to running restart all

Cancel Confirm Restart All

10 After HDFS has restarted, the Ranger plugin for HDFS is enabled.

N

Note

In order to access HDFS folders in previous versions of HDP, access permissions
also had to be granted in Ranger to the applicable parent folders. As of

HDP-2.3, it is no longer required to grant access permissions to the parent
folder.

For example, for the folder path . . / cust orrer / dat a/ mar ket i ng:

* In previous versions, to grant access to the / cust oner / dat a/ mar ket i ng
folder, you were required to grant Execute permission in Ranger for both
the / cust orer and/ cust oner/ dat a folders, along with a Read or Write
permission for the / cust oner / dat a/ mar ket i ng folder.

* As of HDP-2.3, it is no longer necessary to grant Execute permission to the
parent folders.
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5.2. Hive

A

For more details, sese RANGER-357.

Important

You should not use the Hive CLI after enabling the Ranger Hive plugin. The
Hive CLI is not supported in HDP-2.2.0 and higher versions, and may break the
install or lead to other unpredictable behavior. Instead, you should use the
HiveServer2 Beeline CLI.

Use the following steps to enable the Ranger Hive plugin.

1. Select Hive from the Services tab in the top menu.
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2. Click the Configs tab, then click the Settings tab. Use the drop-down in the Security box
to select Ranger.
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3. On the Advanced tab, click to open Advanced hive-site. Click inside
the hive.conf.restricted.list box. Use the right-arrow button to
scroll to the end of the comma-separated list of properties. Add the
hi ve. security. aut hori zati on. enabl ed property to the end of the list.
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¥ Advanced hive-site

hive.auto.convert. true CI
sortmenge.join

hive.auto.conveart. fals& & ©
sortmenge.join.to.mapjoin

hive.cli.print. header false & O
hive cluster.delegation. org.apacha, hadoop.hive. thrift. ZooKeaparTokenStore & ©
token.store.class

hive cluster.delegation, cf401.ambari.apache.org:2181 & ©
token.store zookeeper.

connectString

hive.cluster.delegation. /hive/cluster/delegation a o
token.store. zooKaeper.

znode

hive.compactor. 1000 & O
abortedtxn.threshold
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hive.convert.join. bucket. false a8 ©
mapjoin. tez

Default File Format TextFile & O
hive.default.fileformat. TextFile @ ©
managed

hivan Aanfarma asckine L e Fal Yy

4. To save the configuration, click the green Save button on the black menu bar at the top
of the page.

48



Hortonworks Data Platform

September 30, 2015

& HDFS

@ MapReduce?
& YARM

= Tez

& HBase

O Pig

O Sqoop

& Oozie

& ZooKeaper
@ Falcon

& Slorm

& Fluma

£ Accumulo
A Ambari Metrics
© Atlag

A Kafka

@ Knox

2 Mahout
& Ranger
O Slider

& Spark

Aotions -

Summary  Configs Sen/ics Actions -
Reastart Required: & Components on 1 Host Festar
Group  Hive Default (1) =  Manage Confiy Groups Fittar -
2 wdmin admin
7 days ago & doys ago
HOP-3.3

Thers are & configuration changes in 1 service Show Details

Settings  Advanced

*  Hive Metastora

Hive: Metastore hosts 8401 armbar apache org

Hive Database * Mew MySCL Database

Existing MySOL Database

Existing PostgreS0L Database

Existing Oracle Detabase
Detabese Host c5401 .ambari.apacha.ong
Database Lsemarne hirve B & ©
Datahase Password E | aeae @ &
JOBE Driver Class o, mysq |, s, Driver & C
Database LFAL jbemysg L eE401 ambarl apache orghivecreateDatabaseliy. & ©
Detabase Nama hive B C

5. A Save Configuration pop-up appears. Type in a note describing the changes you just

made, then click Save.
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Save Configuration

Notes | Enabled Ranger for Hive]

Cancel

6. The configuration changes will be listed on the Dependent Configurations pop-up. Click
OK to confirm the changes.

Dependent Configurations
BaSed On your o gur 1 r I snding tha folowing dependant configuration changes.
Ambar] w jpdate all checked configuration changes he Recommendead Value inchack any configuration 1o retal e Current Value
@ [Property Sarvice Config Group Fila Hama Current Value Recommanded Valus
@ hvesecurity.aushorzation.a  Hie Hive Dadault hive-siba Talse true
nabled
@ hivesenner? enable.dods Hive Hive Defaul hive-sibe irue fase
[ -] hive. security authorzation.a Hrva Hive Default hivesener?-sie Talse trua
nabled
hive: security. authenticate Hive Hive Default hiveserer?-sie org.apache hadoop hive.
r.manager . Sessonttatelseniuthg
[ -] hive. security suthorization.m  Hive Hive Dedaull hiveasner2-sia nrg.m.ranger.wmm
anager e.authanizer, Rargar ved
chory
o ]
7. Click OK on the Save Configuration Changes pop-up.
- -
Save Configuration Changes
Service configuration changes saved successfully.

8. A Restart Required message will be displayed at the top of the page. Click Restart, then
select Restart All Affected to restart the Hive service and load the new configuration.

50




Hortonworks Data Platform

September 30, 2015

& Storm

& Fluma

A Accurmuio [4]
A Amear Meric: B
S Atlas

A Kafka 1]
& Knox

B Mahout

& Ranger

L Slidar

& Spark

Actions =

Restart Reguired: B Components on 1 Host

Manage Config Groupa

mdemiin adimie
¥ iy g B darre ago
HOP-2.3 HDP-2.3

m V3 + admin suthored on Tua, Sep 08, 2015 15:39

Group | Hive Default (1) -
(v I
o aGe

HOP-23

Settings  Advancad

ACID Transactions

ACID Transactions

Fun Compactor

Mumbaer of threads used by
Compacion

Interactive Query

Detaull quany queuss

default quews «

S1art Tez session at Inftialization

Sesson per queLs

Security

Chopas Aulhorization

Run as end user instead of Hve

[
Poe |

HivaServer? Authentication
Naona -
Lise 381

9. Click Confirm Restart All on the confirmation pop-up to confirm the Hive restart.
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Confirmation

You are about to restart Hive

This will trigger alerts as the service is restarted. To suppress alerts, tumn on
Maintenance Mode for Hive prior to running restart all

Cancel Confirm Restart All

10 After Hive has been restarted, the Ranger plugin for Hive will be enabled.

5.3. HBase

3 Note

When HBase is configured with Ranger, and specifically XASecure Authorizer,
you may only grant and revoke privileges.

Use the following steps to enable the Ranger HBase plugin.

1. Select HBase from the Services tab in the top menu.
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= YARMN
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= BT 70 s

e
= # ragion per MegionSerser
O Sqoop B 200N ME VST M 0% usech
S Oane
S ZooKespar Aciicrs =
& Falcon

Write Laiongy | & Spopm Haons
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o Dain An P o wan i
A Ambar Metncs [F
o Aflas
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Cumimeopy | © PO ek

O Mahout

e Dt el @ Ranger Wi
L Sicer

& Spark

He Oimtw Aendahie

Cluminr Disk

P Dt Awidateg

2. Click the Configs tab, then click the Advanced tab. Scroll down and click to open

Advanced ranger-hbase-plugin-properties.

¥ Agvanced ranger-hbase-phugin-propartias

] -

Enable Ranger for
HBASE

commeon.name.for.
cerificate

Ranger rapasitory config hbase
usar

REPCSITORY _CONFIG_ | swew
PASSWORD

policy User for HBASE amibari-ga

@ o
a & C
@ 9 C

3. Select the Enable Ranger for HBASE check box. A Warning pop-up appears. Click Apply

to save the property updates.
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Warning: you must also change these Service properties

Service Property Current Value

HBASE hbase.coprocessor.master.classes

HBASE hbase.security.authorization false

HBASE hbase.coprocessorregion.classes org.apache.hadoop.hbase security.access. SecureBulkLoag

[

4. To save the configuration, click the green Save button on the black menu bar at the top

of the page.

ﬂ Ambari  test) R 7 sl

& HOFS Ewrmrmary Hamimaps  Conlgs Chuick Links =
& MapHeduce?

& YARN Group  HBass Daleut (1} -  Marage Config Groups

8 Tezx

& Hwa

ot | 9
Pig m V2 » sdmin auihomd on Tes, Sep O, 215 1854

o

B Sgoop
Sl Arteandsad
& Ciara e
& ToonKeapar
®  bHass Mase
& Faloon
& Siorm
= HEase Masier hogis o540 ambari.apache.org
& Fluma
£ Accurmuio a
& Ambar Metric: B ¥ Fagiordaner
& it
FeqgionSenars maximum B2 MB © C
& Kl vakss for -5
& Know
. FagionSanmaes -Xmn in - oz o
& Mahcut HITIE MG
& Rangar
O Shca
-
& Spark Cadraral
Actions = Maximum Store Files 3 &
o Winor
Compaction
Bl ol Faengd 100 e & o O
s whan Seanning
B Dl

5. A Save Configuration pop-up appears. Type in a note describing the changes you just
made, then click Save.
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Save Configuration

Notes | Enabled Ranger for HBase

Cancel Discard

6. Click OK on the Save Configuration Changes pop-up.

Save Configuration Changes

Service configuration changes saved successfully.

7. A Restart Required message will be displayed at the top of the page. Click Restart, then
select Restart All Affected to restart the HBase service and load the new configuration.
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& HDFS Summary  Hestmape  Corfigs Duick Links ~ Sarvice Actions =

S MapRecuon?

R Rastart Required: 3 Componants on 1 Host [
2 e .
© Hve a Grewp  HBlmss Detmit(i) =  Manage Config Geoups Fiter T T
o Pig [a] e - | e wiran
O Sqoop
& Oazie
E V3 v admin s 4 o This, Sap 90, 3
@ ZoaKsapar
& Falean
T HBase Master
S Slorn
© Fluma HBass Magter hosts £ A apche oy
A Asearsids a
HEass Magter Masimunm T4 ME & @
A Ambar Metrics ﬂ I
[
& Kafka
& Hnos = RegonSender
Ll Miakout
HEass AngorServer 24 ME & O
S PRanger 1] i Memery
O Shder
Mumbar of Harclars D 30 a o0 ©C
@ Spark R iorSiner
Actions = HEass Rngior Major BOSRNO00D ma & & O
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Hags Ragion Black 4 8 0 C
Mitip e
Memaions Fhah Sips 13421 TTES Etes & @ O

8. Click Confirm Restart All on the confirmation pop-up to confirm the HBase restart.

Confirmation

You are about to restart HBase

This will trigger alerts as the service is restarted. To suppress alerts, tumn on
Maintenance Mode for HBase prior to running restart all

Cancel Confirm Restart All

9. After HBase has been restarted, the Ranger plugin for HBase will be enabled.

5.4. Kafka

Use the following steps to enable the Ranger Kafka plugin.

1. Select Kafka from the Services tab in the top menu.
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2. Click the Configs tab, then scroll down and click to open Advanced ranger-kafka-plugin-
properties. Select the Enable Ranger for KAFKA check box.

~  Agvanced ranger-kafka-plugin-properties

Enable Ranger for c

HAFKA

commaon.narmi.for, -
certificate

FREPCSITORY_CONFWG_ kafka E o C
USEAMAME

REPCSITORY COMFHE | wee [ ® &

PASSWORD

hadoop.rpe. protection & °
policy_user ambari-ga a8 C
FOOKBBpar.connect cH401 ambariapache.crg-2 181 @ 9o C

3. To save the configuration, click the green Save button on the black menu bar at the top
of the page.
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4. A Save Configuration pop-up appears. Type in a note describing the changes you just
made, then click Save.
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Save Configuration

Notes | Enabled Ranger for Kafka

Cancel Discard

5. Click OK on the Save Configuration Changes pop-up.

Save Configuration Changes

Service configuration changes saved successfully.

6. A Restart Required message will be displayed at the top of the page. Click Restart, then
select Restart All Affected to restart the Kafka service and load the new configuration.
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7. Click Confirm Restart All on the confirmation pop-up to confirm the Kafka restart.
F . |

Confirmation

You are about to restart Kafka

This will trigger alerts as the service is restarted. To suppress alerts, tumn on
Maintenance Mode for Kafka prior to running restart all

Cancel Confirm Restart All

8. After Kafka has been restarted, the Ranger plugin for Kafka will be enabled.

5.5. Knox

Use the following steps to enable the Ranger Knox plugin.

1. Select Knox from the Services tab in the top menu.
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2. Click the Configs tab, then scroll down and click to open the Advanced users-dif text
box. Scroll down to the bottom of the text box and add the following lines of code:

# entry for sanple user anbari-qga

dn: ui d=anbari - qa, ou=peopl e, dc=hadoop, dc=apache, dc=or g

obj ectcl ass: top

obj ect cl ass: person

obj ect cl ass: or gani zat i onal Per son
obj ectcl ass: i net Or gPer son

cn: anbari-qa

sn: anbari-qa

ui d: anbari-qga

user Passwor d: anbari - password

For example:
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objectciass: groupainames
L1 Soientist
description; schentist group

mamber; yici=sam ou=pecple.de=hadoop.de=apache, do=org

# antry for sample user ambar-ga

Rrhiestcaeston
objectciass:person
objectciass:organizationalParsan

objectciass: e erson

i ambar-a
userPasswond: gmbar:passwee

An: yid=ambari-qq.cu=people,de=hadeon.de=apacha,de=org

3. Click the Configs tab, then click the Advanced tab. Scroll down and click to open
Advanced ranger-knox-plugin-properties.

Enable Fanger for KNOX D' «

common.namea.for.
certificata

Aanger rapasitory config admin
uger

REPOSITORY _COMFIG_  sessssmssans

FASSWORD
KMOX_HOME fusrhdpicurmant/knox-sener
policy User for KNOX ambarni-ga

Advanced rangar-knax-plugin-properdies

4. Select the Enable Ranger for KNOX check box. A Warning pop-up appears. Click Apply

to save the property updates.
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L=

<value>ldap:/{{knox_host_name}}:33389</value> </param> <param>
<name:=main./dapRealm.contextFactory.authenticationMechanism</name:
<value>simple</value> </param> <params:> <name:>urls. </name:
<value=authcBasic</value> </param> </providers <providers
<role>identity-assertion</role> <name>Default</name>
<enabled>true</enabled> </provider> <provider>
<role=authorization</role> <name>AclsAuthz</name:
<enabled>true</enabled> </provider> </gateway> <service>
<role>NAMENODE</role> <uri>hdfs://{{namenode_host}}:
{{namenode_rpc_port}}</url> </service> <service:>
<role=JOBTRACKER</role> <url>rpc://{{rm_hosti}:{{it_rpc_portl}</url>
<fservice> <service> <role=>WEBHDFS</role>
<url=httpz/{{namencde_host}}:{{namencde_http_port}}/webhdfs</url>
</service> <service> <role>WEBHCAT</role>
<url=http/f{{webhcat_server_host}}:{{templeton_port}}templeton</url>
</service> <service> <role=00Z|E</role> <url>http://{{ocozie_server_host}}:
{{oozie_server_port})/oozie</url> </services> <service>
<role>WEBHBASE</role> <url=http://{{hbase_master_host}}:
{{hbase_master_port}}</url> </service: <service> <role=HIVE</role=
<url=http://{{hive_server_host}}:{{hive_http_port}}/{{hive_http_path}}</url>
</service> <service> <role>RESOURCEMANAGER</role>
<url=http/f{{rm_host}}:{{rm_port})/ws</ur> </service> </topology

(o [0

5. To save the configuration, click the green Save button on the black menu bar at the top

of the page.

63



Hortonworks Data Platform

September 30, 2015

& HOFS

& MapReducs?

& YAFRN

0 Tar

& Him

& HEBma

0 Pig

0 Saoop

& Oorw

S Fookpeper

& Faicon

& Snorm

& Fhume

& Accumulo [ 5]
& Ambari Metrics B

. Sep 01, 2008 18:51

¥ Advanced gateway-logd|

¥ Advanced galeway-sie

& Aflas
e ¥ Advanced Eroo-er
L Mahou [ T —
& Farger
L Sider T Advanced ranger-sros-audt
& Spark
Auit e 08 8 o ¢
Actions =
NSRS, AU iline_criverl) o C
hecilini i, GB (EEG- Ginver
T L A
bl GBSt
6. A Save Configuration pop-up appears. Type in a note describing the changes you just
made, then click Save.
- -
Save Configuration
Notes | Enabled Ranger for Knox
o

7. Click OK on the Save Configuration Changes pop-up.
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Save Configuration Changes

Service configuration changes saved successfully.

8. A Restart Required message will be displayed at the top of the page. Click Restart, then
select Restart All Affected to restart the Knox service and load the new configuration.
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9. Click Confirm Restart All on the confirmation pop-up to confirm the Knox restart.
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Confirmation

You are about to restart Knox

This will trigger alerts as the service is restarted. To suppress alerts, tum on
Maintenance Mode for Knox prior to running restart all

Cancel Confirm Restart All

10 After Knox has been restarted, the Ranger plugin for Knox will be enabled.

5.6. YARN

Use the following steps to enable the Ranger YARN plugin.

1. Select YARN from the Services tab in the top menu.
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2. Click the Configs tab, then click the Advanced tab. Scroll down and click to open
Advanced ranger-yarn-plugin-properties.

¥ Advancaed rangar-yam-plugin-properties

Enable Ranger for YARN D c

REPOSITORY_CONFIG_ &
PASSWORD

REPOSITORY_COMFIG_ VErn -a o C
LISERNAME

comman. name.for. = 1+]
certificate

hadoop.mpc.proteciion ol L]
palicy_user ambari-ga E o C

3. Select the Enable Ranger for YARN check box. A Warning pop-up appears. Click Apply
to save the property updates.

Warning: you must also change these Service properties

Current
Service Property Value Adjusted Value
YARN yam.acl.enable false true
YARMN yam.authorization- org.apache.ranger.authorization.yarn.authorizer. RangeryYamaAut

provider

) [

S Note

Enabling Ranger for YARN sets the yarn.acl.enable property to true. This
enables fallback to native YARN ACLs if there is no Ranger policy.

4. To save the configuration, click the green Save button on the black menu bar at the top
of the page.
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5. A Save Configuration pop-up appears. Type in a note describing the changes you just
made, then click Save.

Save Configuration

Notes | Enabled Ranger for YARN

Cancel Discard

6. Click OK on the Save Configuration Changes pop-up.
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Save Configuration Changes

Service configuration changes saved successfully.

7. A Restart Required message will be displayed at the top of the page. Click Restart, then
select Restart All Affected to restart the YARN service and load the new configuration.
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8. Click Confirm Restart All on the confirmation pop-up to confirm the YARN restart.
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Confirmation

You are about to restart YARN

This will trigger alerts as the service is restarted. To suppress alerts, tum on
Maintenance Mode for YARN prior to running restart all

Cancel Confirm Restart All

9. After YARN has been restarted, the Ranger plugin for YARN will be enabled.

5.7. Storm

Before you can use the Storm plugin, you must first enable Kerberos on your cluster. To
enable Kerberos on your cluster, see Enabling Kerberos Security in the Ambari Security
Guide.

Use the following steps to enable the Ranger Storm plugin.

1. Select Storm from the Services tab in the top menu.

PN Ambari  Thomas1  0ops|[0alerts| Dashboard [ESCUVEISSN Hosts  Alerts  Admin  £52

@ HDFS
& HDFS Summary  Configs Quick Links~ © MapRaduce? Service Actions ¥
© MapReduce? & YAAN
@ YARN I o Tez
O Tez Ranger Admin & Started @ Hive
® Hive Ranger Usersync & Started @ HBase
© HBase Ranger HDFS plugin Enabled D Pig
o Ranger Hive plugin Enabled @ ZooKeeper
=3 Ranger HBase plugin Enabled m
QeI Ranger Knox plugin Enabled @ Knox
& EEm Ranger Storm plugin Disabled © Ranger
© Knox @ Kafka
© Kafka

Actions ~

2. Click the Configs tab, then click the Advanced tab. Scroll down and click to open
Advanced ranger-storm-plugin-properties.
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¥ Advanced ranger-shomm-plugin-propartias

Enablhe Ranger for c
STORM

Ranger rapositony config siommtestusarFEXAMPLE. COM 1+ ] c
[T--

REPCSITORY COMNFIE  sessssssssess (3 ssasasaaan
PASSWORD

caomman.name.for. o
canificata

policy User for STORM Slonm ] o

3. Select the Enable Ranger for STORM check box. A Warning pop-up appears. Click Apply
to save the property updates.

Warmning: you must also change these Service properties

Servica  Propesty Current Value A

STORM  nimbus suthorianr  backiype slorm wacurty uh asshorizer SempeACLAuSorizer  com xa

(e ] IR

4. To save the configuration, click the green Save button on the black menu bar at the top
of the page.
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5. A Save Configuration pop-up appears. Type in a note describing the changes you just
made, then click Save.

Save Configuration

Notes | Enabled Ranger for Storm|

Cancel Discard

6. Click OK on the Save Configuration Changes pop-up.
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Save Configuration Changes

Service configuration changes saved successfully.

7. A Restart Required message will be displayed at the top of the page. Click Restart, then
select Restart All Affected to restart the Storm service and load the new configuration.
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8. Click Confirm Restart All on the confirmation pop-up to confirm the Storm restart.
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| 4 =
Confirmation
You are about to restart Storm
This will trigger alerts as the service is restarted. To suppress alerts, tum on
Maintenance Mode for Storm prior to running restart all
Cancel Confirm Restart All
M =l

9. After Storm has been restarted, the Ranger plugin for Storm will be enabled.

5.8. Save Audits to HDFS

The following steps show how to save Ranger audits to HDFS for HBase. You can use the
same procedure for other components.

1.

From the Ambari dashboard, select the HBase service. On the Configs tab, scroll down
and select Advanced ranger-hbase-audit. Select the Audit to HDFS check box.

. Set the HDFS path where you want to store audits in HDFS:

xasecure. audit.destination. hdfs.dir = hdfs://
$NAMVENODE_FQDN: 8020/ r anger / audi t

Refer to the f s. def aul t FS property in the Advanced core-site settings.

3 Note
For NameNode HA, NAMENCDE _FQDN is the cluster name. In order for this to
work, / et ¢/ hadoop/ conf/ hdf s-si te. xm needs to be linked under/
et ¢/ <conponent _nane>/ conf.

. Enable the Ranger plugin for HBase.

. Make sure that the plugin sudo user should has permission on the HDFS Path:

hdf s: // NAMENCDE_FQDN: 8020/ r anger/ audi t

For example, we need to create a Policy for Resource : / r anger/ audi t, all permissions
to user hbase.

. Save the configuration updates and restart HBase.
. Generate some audit logs for the HBase component.

. Check the HFDS component logs on the NameNode:
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hdf s: // NAMENCDE_FQDN: 8020/ r anger / audi t

N

Note

For a secure cluster, use the following steps to test audit to HDFS for STORM/
KAFKA/KNOX:

In core-site.xml set the hadoop.proxyuser.<component>.groups property
with value “ * " or service user.

For the Knox plugin there is one additional property to add to core-site.xml.
Add hadoop.proxyuser.<component>.users property with value “ * “ or
service user (i.e knox).

Link to / et ¢/ hadoop/ conf/ core-site. xm under /etc/
<conponent _name>/ conf.

Verify the service user principal.

Make sure that the component user has permissions on HDFS.

5.9. Save Audits to Solr

You can save and store Ranger audits to Solr if you have installed and configured the Solr
service in your cluster.

It is recommended that Ranger audits be written to both Solr and HDFS. Audits to Solr are
primarily used to enable queries from the Ranger Admin Ul. HDFS is a long-term destination
for audits — audits stored in HDFS can be exported to any SIEM system, or to another audit

store.

To save Ranger audits to Solr:

1. From the Ambari dashboard, select the Ranger service. On the Configs tab, scroll down
and select Advanced ranger-admin-site. Set the following property values:

e ranger.audit.source.type = solr

eranger.audit.solr.urls = http://solr_host:6083/solr/
ranger _audits

e ranger. audi t. sol r. user nanme

e ranger. audi t. sol r. password

ranger_solr

NONE

2. Restart the Ranger service.

3. After the Ranger service has been restarted, you will then need to make specific
configuration changes for each plugin to ensure that the plugin's data is captured in Solr.

4. For example, if you would like to configure HBase for audits to Solr, perform the
following steps:
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* Select the Audit to Solr checkbox in Advanced ranger-hbase-audit.
¢ Enable the Ranger plugin for HBase.
* Restart the HBase component.

5. Verify that the Ranger audit logs are being passed to Solr by opening one of the
following URLs in a web browser:

http://{RANGER_HOST_NAME}:6080/index.html#!/reports/audit/bigData

http://{SOLR_HOST}:6083/solr/ranger_audits

76



Hortonworks Data Platform September 30, 2015

6. Ranger Plugins - Kerberos Overview

If you are using a Kerberos-enabled cluster, there are a number of steps you need to follow
to ensure you can use the different Ranger plugins on a Kerberos cluster. These plugins are:

1. HDFS [77]
2. Hive [78]

3. HBase [78]
4. Knox [79]

6.1. HDFS

To enable the Ranger HDFS plugin on a Kerberos-enabled cluster, perform the steps
described below.

1. Create the system (OS) user r anger hdf sl ookup. Make sure this user is synced to
Ranger Admin (under users/groups tab in the Ranger Admin User Interface).

2. Create a Kerberos principal for r anger hdf sl ookup by entering the following
command:

e kadm n.local -q 'addprinc -pw ranger hdfsl ookup
r anger hdf sl ookup@xanpl e. com

3 Note
A single user/principal (e.g., rangerrepouser) can also be created and used
across services.

3. Navigate to the HDFS service.

4. Click on the Config tab.

5. Navigate to advanced ranger-hdfs-plugin-properties and update the properties listed in
the table shown below.

haddoop rpe protection

55L_KEYSTORE_FLE etchadoopicontieanger plugin-keysions o
PATH

Table 6.1. HDFS Plugin Properties

Configuration Property Name Value

Ranger repository config user rangerhdfslookup@example.com
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Configuration Property Name Value
Ranger repository config password rangerhdfslookup
common.name.for.certificate blank

6. After updating these properties, click Save and restart the HDFS service.

6.2. Hive

A

Important

You should not use the Hive CLI after enabling the Ranger Hive plugin. The
Hive CLI is not supported in HDP-2.2.0 and higher versions, and may break the
install or lead to other unpredictable behavior. Instead, you should use the
HiveServer2 Beeline CLI.

To enable the Ranger HBase plugin on a Kerberos-enabled cluster, perform the steps
described below.

1. Create the system (OS) user r anger hi vel ookup. Make sure this user is synced to
Ranger Admin (under users/groups tab in the Ranger Admin Ul).

2. Create a Kerberos principal for r anger hi vel ookup by entering the following
command:

e kadm n.l ocal -qg 'addprinc -pw rangerhivel ookup
r anger hi vel ookup@xanpl e. com

3. Navigate to the Hive service.
4. Click on the Config tab and navigate to advanced ranger-hive-plugin-properties.

5. Update the following properties with the values listed in the table below.

Table 6.2. Hive Plugin Properties

Configuration Property Name Value

Ranger repository config user rangerhivelookup@example.com

Ranger repository config password rangerhivelookup

common.name.for.certificate blank

6. After updating these properties, click Save and then restart the Hive service.

6.3. HBase

To enable the Ranger HBase plugin on a Kerberos-enabled cluster, perform the steps
described below.

1. Create the system (OS) user r anger hbasel ookup. Make sure this user is synced to
Ranger Admin (under users/groups tab in the Ranger Admin Ul).

2. Create a Kerberos principal for r anger hbasel ookup by entering the following
command:
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* kadm n.local -q 'addprinc -pw rangerhbasel ookup
r anger hbasel ookup@xanpl e. com

3. Navigate to the HBase service.
4. Click on the Config tab and go to advanced ranger-hbase-plugin-properties.

5. Update the following properties with the values listed in the table below.

Table 6.3. HBase Plugin Properties

Configuration Property Name Value

Ranger repository config user rangerhbaselookup@example.com
Ranger repository config password rangerhbaselookup
common.name.for.certificate blank

6. After updating these properties, click Save and then restart the HBase service.

6.4. Knox

To enable the Ranger Knox plugin on a Kerberos-enabled cluster, perform the steps
described below.

1. Create the system (OS) user r anger knox| ookup. Make sure this user is synced to
Ranger Admin (under users/groups tab in the Ranger Admin Ul).

2. Create a Kerberos principal for r anger knox| ookup by entering the following
command:

e kadm n.local -qg 'addprinc -pw rangerknoxl ookup
r anger knox|l ookup@xanpl e. com

3. Navigate to the Knox service.
4. Click on the Config tab and navigate to advanced ranger-knox-plugin-properties.

5. Update the following properties with the values listed in the table below.

Table 6.4. Knox Plugin Properties

Configuration Property Name Value

Ranger repository config user rangerknoxlookup@example.com
Ranger repository config password rangerknoxlookup
common.name.for.certificate blank

6. After updating these properties, click Save and then restart the Knox service.
7. Open the Ranger Admin Ul by entering the following information:

* http://ranger-host>:6080
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* username/password - admin/admin. or use username as shown in advanced ranger-
env under the Config tab of the Ranger service, and password as shown in Admin
Settings.

8. After you have successfully logged into the system, you will be redirected to the Policy
Manager page.

Figure 6.1. Knox Policy Manager

9. Click on the repostory (clusterName_hadoop) Edit option under the HDFS box.

Figure 6.2. Knox Repository Edit

T T ——T— Fy=
[T

10Update the following properties listed in the table below under the Config Properties
section:

Table 6.5. Knox Configuration Properties

Configuration Property Name Value
fs.default.name hdfs

hadoop.rpc.protection blank
common.name.for.certificate blank

11Click on Named Test Connection. You should see a Connected Successfully dialog
boxappear.

12 Click Save.
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